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DETAILED ACTION 

1 . This action is response to communication: RCE filed on 1 1/09/2007. 

2. Claims 1-23, 27-32, and 37-50 are currently pending in this application. Claims 
1 , 1 1 , 14, 27, and 37 are independent claims. 

3. No new IDS has been received for this application. 

4. Receipt is acknowledged of a request for continued examination under 37 CFR 
1 .114, including the fee set forth in 37 CFR 1.17(e) and a submission, filed on 
11/07/2007. 

Response to Arguments 

5. Applicant's arguments with respect to the claims have been considered but are 
moot in view of the new ground(s) of rejection. 

Claim Objections 

6. Claims 7, 20, 43, and 47 are objected to under 37 CFR 1 .75(c), as being of 
improper dependent form for failing to further limit the subject matter of a previous 
claim. Applicant is required to cancel the claim(s), or amend the claim(s) to place the 
claim(s) in proper dependent form, or rewrite the claim(s) in independent form. The 
limitation wherein the identifier is established in a profile of the packet is already claimed 
in the independent claim.. 



Claim Rejections - 35 USC §112 
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7. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

8. The previous claim rejections have been withdrawn in response to applicant's 
amendment. 

Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

10. Claims 1-3, 5-7,11, 14-16, 18-20, 24, 27-29, 31, 32, 37-39, 41-43, and 47 are 
rejected under 35 U.S.C. 103(a) as being clearly anticipated by Buer et al. US Patent 
Application Publication 2004/0005061 (hereinafter Buer), and in view of Enayoun et al. 
US Patent No. 6,804,257 (hereinafter Ben). 

As per claim 1 , Buer teaches a method for applying a service to an encrypted 
packet comprising: examining an encrypted packet (paragraph 76); determining whether 
an identifier associated with the service is present in the encrypted packet (paragraph 
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76); in response to determining that the identifier is present in the encrypted packet, 
applying the service to the encrypted packet (paragraphs 76 and 77). 

However, at the time of the invention, Buer does not explicitly teach wherein the 
service is a quality of service parameter. This is taught by Ben, in col. 6 lines 1-33. Ben 
also teaches that the QoS identifier may be retrieved without decrypting the encrypted 
packet (as the identifier is in the header/profile portion of the packet, and the starting 
header is unencrypted, as shown in col 5. lines 60-68 and col. 8 lines 5-14; also col. 5 
lines 5-9; the data in the packet is encrypted thoug, as seen in Figure 5). The header is 
received during initial establishment of a secure control channel, in which it receives 
and stores an identifier associated with the quality of service (col. 4 line 63 to col. 5 line 
50; and col. 7 line 49 to col. 8 lines 35). 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to combine the teachings of Buer with Ben. One of ordinary skill in the art would 
have been motivated to perform such an addition to better adapt to transportation 
mediums to the various sources of data encountered in a multimedia environment. This 
is taught by Ben in col. 2 lines 38-46. 

As per claim 2, Buer teaches encrypting the packet, wherein said step of 
encryption includes establishing said identifier in the packet (paragraphs 73-75 and 
paragraph 43) 
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As per claim 3, Buer recites wherein said identifier is based on at least an 
Internet Key Exchange (IKE) ID stored in the packet (paragraph 43; paragraph 72; 
wherein IKE is an Ipsec standard protocol). 

As per claim 5, Buer teaches wherein the identifier is based on at least an entry 
in a security association database (paragraph 76). Ben also teaches security 
associations, such as in col. 5 lines 38-50. 

As per claim 6, Ben teaches throughout the reference that identifiers maps to 
quality of service groups, as can be seen in col. 6 lines 5-34. 

As per claim 7, Buer teaches wherein the identifier is established in a profile of 
the packet (paragraph 75 recites "the peer assembles the data in a packet, including the 
identifier"). Also, as taught throughout Buer and Ben, the identifier may be placed in a 
packet header, which is the profile of the packet. 

As per claim 1 1 , Buer teaches a method for applying a service to a packet 
comprising: encrypting the packet to create an encrypted packet (paragraphs 73-75); 
examining an identifier in the encrypted packet (paragraph 76), wherein the identifier is 
based on an IKE ID of the encrypted packet (paragraph 43, 72, wherein IKE is an Ipsec 
standard protocol); determining whether the identifier in the encrypted packet is 
associated with a service to be applied to the encrypted packet (paragraph 76); and if it 
is determined that the identifier is associated with a service to be applied to the 
encrypted packet, applying the service to the encrypted packet (paragraphs 76 and 77). 
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Also, the additional limitations of this claim are rejected using the same basis of 
arguments used to reject claims 1 and 3 above. 

Claims 14, 15, 16, 18, and 20 are rejected using the same basis of arguments 
used to reject claims 1 , 2, 3, 5, and 7, respectively. Buer teaches a processor to 
perform such functions, and it is inherent that a computer processing system would 
include a computer readable medium with instructions to perform the steps taught. 

Claims 19 is rejected using the same basis of arguments used to reject claim 6. 
Buer teaches a processor to perform such functions, and it is inherent that a computer 
processing system would include a computer readable medium with instructions to 
perform the steps taught. 

Independent claim 27 is rejected using the same basis of arguments used to 
reject claim 1 , wherein an apparatus and the means to perform the methods are taught 
throughout Buer. 

Claim 28 is rejected using the same basis of arguments used to reject claim 2. 

Claim 29 is rejected using the same basis of arguments used to reject claim 3. 

Claim 31 is rejected using the same basis of arguments used to reject claim 5. 

Claim 32 is rejected using the same basis of arguments used to reject claim 6. 

Independent claim 37 is rejected using the same basis of arguments used to 
reject claims 1 and 14 above. Memory, processors, and instructions stored to perform 
such steps are inherent to the teachings taught in Buer, and may be found, for example, 
in paragraphs 32-35, 39, 47, etc. 
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Claim 38 is rejected using the same basis of arguments used to reject claims 2 
and 14 above. 

Claim 39 is rejected using the same basis of arguments used to reject claims 3 
and 15 above. 

Claim 41 is rejected using the same basis of arguments used to reject claim 5 

above. 

Claim 42 is rejected using the same basis of arguments used to reject claim 6 

above. 

Claim 43 is rejected using the same basis of arguments used to reject claim 7 

above. 

Claim 47 is rejected using the same basis of arguments used to reject claim 7 

above. 

11. Claims 4, 8, 17, 21, 30, 40, 44, and 48 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Buer and Ben as applied above, and in view of Piper's "The 
Internet IP Security Domain of Interpretation for ISAKMP" (November, 1998, hereinafter 
Piper). 

As per claim 4, Buer does not explicitly teach wherein the IKE ID comprises one 
or more of ID_IPV4_ADDR, ID FQDN, ID USER FQDN, ID_IPV4_ADDR_SUBNET, 
ID_IPV6_ADDR, ID_IPV6_ADDR_SUBNET, I D_l PV4 AD D R RAN G E , 
ID IPV6 ADDR RANGE, id DER ASNI DN, IDDERASNIGN, and ID KEY ID. 
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However, these identifiers are well known in the IKE protocol, as shown in pages 19 
and 20 of Piper. 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to include the specific identifiers taught in claim 4. One of ordinary skill in the art 
would have been motivated to perform such an addition as the identifiers that are taught 
are standard identifiers in the IPSEC protocol, in which IKE is an IPSEC standard 
protocol. This is shown in page 17 of Piper, where it indicates in 4.6.1 .1 the identifiers 
in IPSEC. 

As per claim 8, Piper discusses the use of ISAKMP throughout the reference, 
such as in pages 1 and 2. 

Claims 17 and 21 are rejected using the same basis of arguments used to reject 
claims 4 and 8, respectively. Buer teaches a processor to perform such functions, and 
it is inherent that a computer processing system would include a computer readable 
medium with instructions to perform the steps taught. 

Claim 30 is rejected using the same basis of arguments used to reject claim 4. 

Claim 40 is rejected using the same basis of arguments used to reject claims 4 
and 17 above. 

Claim 44 is rejected using the same basis of arguments used to reject claim 8 

above. 

Claim 48 is rejected using the same basis of arguments used to reject claim 8 

above. 
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12. Claims 9, 1 0, 1 2, 22, 23, 45, 46, and 49-50 are rejected under 35 U.S.C. 1 03(a) 
as being unpatentable over Buer and Ben as applied above, and in view of Valenci et al. 
US Patent Application Publication 2003/0005279 (hereinafter Valenci). 

As per claim 9, Buer does not explicitly teach pre-classification of the packet prior 
to the step of encryption. It does teach, however, associations of identifiers and session 
keys before encryption, as taught in paragraphs 73 and 74. The pre-classification of the 
packet itself is taught in Valenci in paragraphs 34 and 37. 

At the time of the invention, it would have been obvious to one of ordinary skill in 
the art to include the teachings of Valenci with Buer. Preclassifying a packet is 
important because it allows a data packet to be processed correctly. This is taught in 
paragraph 34: "Packet classification feature 351 enables intermediate driver agent 300 
to match a data packet with its corresponding crypto information from a table of crypto 
information so that the data packet can be processed correctly.) 

As per claim 10, the Ben and Buer reference teach throughout the reference, as 
can be seen in the rejection for claim 1 , that quality of service is applied based on 
identifiers and security associations. Valenci then teaches wherein services are applied 
based the preclassification which are associated with security assocations (paragraph 
27, 34, 35). 

Claim 12 is rejected using the same basis of arguments used to reject claims 9 
and 10 above. Pre-classifying packets based on contents of the packet is taught in 
paragraphs 34 and 37. 
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Claims 22, and 23 are rejected using the same basis of arguments used to reject 
claims 9 and 10, respectively. Buer teaches a processor to perform such functions, and 
it is inherent that a computer processing system would include a computer readable 
medium with instructions to perform the steps taught. 

Claim 45 is rejected using the same basis of arguments used to reject claim 9. 

Claim 46 is rejected using the same basis of arguments used to reject claim 10. 

Claim 49 is rejected using the same basis of arguments used to reject claim 9 

above. 

Claim 50 is rejected using the same basis of arguments used to reject claim 10. 

13. Claims 13 is rejected under 35 U.S.C. 103(a) as being unpatentable over Buer 
and Ben as applied above, and in view of Ylonen et al. US Patent Application 
Publication 2002/0062344 (hereinafter Ylonen). 

As per claim 13, Buer does not explicitly teach copying at least one bit into a 
header to identify a characteristic of the packet. However, this is taught in Ylonen in 
paragraph 1 1 . Applying a service based on the identifier is taught in Buer in paragraphs 
73-75, and applying the service based on the header value and the identifier is taught in 
paragraph 1 1 of Ylonen. Ben also teaches these elements, as shown in Figure 5 and 
described throughout the application. 

At the time of the invention, it would have been obvious to combine the teachings 
of Ylonen with Buer. Header information including at least one bit to identify a 
characteristic of a packet is well known in the art, as described in Ylonen. As is taught 
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in Ylonen in paragraph 1 1 , this is well known using the Ipsec protocol, and it would be 
obvious to combine the features taught in paragraph 1 1 with the invention of Buer, as 
Buer teaches the utilization of the Ipsec protocol. 

Conclusion 

14. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JASON K. GEE whose telephone number is (571)272- 
6431 . The examiner can normally be reached on M-F, 7:00 am to 4:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571 ) 272-381 1 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Jason Gee 
Patent Examiner 
Technology Center 2100 
03/21/2008 
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Supervisory Patent Examiner, Art Unit 2134 



